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ANZA ELECTRIC COOPERATIVE, INC.
BOARD POLICY NO. 506

IDENTITY THEFT RED FLAG PREVENTION

 
I. 	 OBJECTIVE

To set forth a policy to take all reasonable steps to identify, detect and mitigate the theft of its members’ personal information. Anza Electric Cooperative respects the privacy and confidentiality of members’ information. This policy describes the information that Anza Electric Cooperative collects from its members as a routine part of its operations, and how it uses, protects, and shares the information that it collects.

This policy is adopted in accordance with Policy 100 – “BOARD POLICIES”.
 
II. 	 POLICY CONTENT 

Under federal law and regulations, Anza Electric Cooperative, Inc. is required to adopt an Identity Theft Red Flag Prevention policy. This is required under the Federal Trade Commission (“FTC”) regulations at 16 C.F.R. § 681.2 et seq. 

This policy is for identifying, detecting and preventing Red Flags that should raise concerns that a member’s information is potentially being misused or stolen. 

A. CATAGORIES OF INFORMATION COLLECTED 

Anza Electric Cooperative, Inc. collects and maintains appropriate information about its members, including:

1. Contact information, including a member’s name, address, telephone number, e-mail address, user name and password hint for online access.

2. Billing information, including Social Security number, credit information, financial account information, and payment history.

3. Electric use data gathered by the Cooperative’s metering systems
and a member’s service history which may include information on a member’s property and appliances and information maintained for meter reading purposes (e.g., warning about a dog in the yard).

4. Capital Credit account information for members and former members and contact information for former members resulting from membership and governance activities.

5. Responses to member survey(s) conducted by the Cooperative to identify needs or improve service.

6. Additional information about a member or a member’s property, appliances, and activities obtained through services offered by the Cooperative. 

7. Information gathered when operating the ConnectAnza network, 
including member web traffic information and internet usage data.

B. PURPOSES FOR COLLECTION: ACCESS AND COLLECTION 

1. The Cooperative collects and maintains information about                     members for purposes that are suitable to its operations and management. Information is collected only through lawful and fair means and for appropriate purposes.

2. 	The Cooperative is committed to maintaining accurate, complete, timely, relevant, and appropriate information about members as necessary for the purpose for which the information is to be used. The Cooperative generally permits its members to access and seek correction of records about themselves that are maintained and used by the Cooperative to provide service, for billing, and to manage capital credit accounts.  Any requests for, or disputes relating to, access, correction, or other matters should be directed to the Cooperative office at PO Box 391909, Anza, CA 92539 or by email aec@anzaelectric.org or by phone 951-763-4333.The Cooperative will do its best to resolve any questions or problems that may arise regarding the use of member/consumer information.

3. 	The Cooperative may provide use data to members who have access to electric use data through an interface, such as the Cooperative’s website or in-home display such as the Kill-A-Watt Program.

          C.         How Anza Electric Cooperative Collects Member Information.

 The Cooperative collects member information through the
 following methods:

1. When members create an account and interact with the            Cooperative regarding their account, utility service, or participation in any Cooperative programs.

2. When members use electricity service and metering   systems

3. When members interact with the Cooperative through its website www.anzaelectric.org.

4.   	When the Cooperative interacts with third parties, such as credit
      	agencies.

4. During the normal operation of the ConnectAnza network, usage data is anonymized and monitored for network health. 

  D. 	Use and Retention of Member Information by Anza Electric
    	Cooperative

1. 	The Cooperative uses information about members in defined and responsible ways in order to manage, provide, and improve its products, services, and operations. The Cooperative can administer member accounts; inform members about their energy or internet use; provide members with outage information, peak alerts, and warning messages; and communicate with members about programs or opportunities that may be of interest to them.

2. 	Data about members’ electric or internet use may be compiled in         aggregate form so that an individual member’s daily energy use habits are not revealed, and such data may be used by the Cooperative to improve system operations, efficiency and overall customer service.

3. 	The Cooperative retains member information, including energy and internet use data, in such amounts and for such periods of time as reasonably necessary to provide needed services. 

E.           Security

1. The Cooperative maintains member information with reasonable and appropriate technical, administrative, physical and cyber safeguards to protect against loss, unauthorized access, destruction, misuse, modification, and improper disclosure of member/consumer information.
		
2. 	The Cooperative requires its employees, affiliates and contractors
who have access to member information to comply with this privacy and confidentiality policy. Any employee or contractor who fails to comply with these rules may be subject to disciplinary action up to and including termination.

3. 	Member information that members may access through the Cooperative’s website is protected using cyber security protocols designed to prevent unauthorized third parties from accessing such information. 

4. 	Administration personnel of Anza Electric shall report to management when it appears that account documents have been altered or forged when compared to other documents in a member’s file. It shall also be brought to management’s attention immediately if any member presents an invalid identification, or identification that appears forged for the purpose of obtaining access to account information. 

5. Administration personnel shall be trained to note unusual use of accounts, or suspicious activities related to accounts. It shall further be the policy of the Cooperative to never provide Social Security Numbers or Tax Identification Numbers to members, either verbally or in writing, even where a member is asking for their own information. Administration personnel shall immediately notify management, who will conduct further reasonable inquiry, when a member requests such information. It shall be the policy of the Cooperative to train its Administration personnel to look for unusual activity when reviewing member accounts for service. Administration personnel shall also notify management when there are an unusually high number of inquiries on an account, coupled with a lack of correlation in the information provided by the member.

F.            Disclosure to Third Parties

1. 	The Cooperative does not share member information with a third party, except at the member’s written request, with the member’s consent, or as described below. Members who wish to authorize the Cooperative to disclose their information to a third party may do so by contacting the Cooperative.

2. 	Information may be disclosed to affiliates or contractors hired by the
	Cooperative to assist in carrying out operations, such as service,
	maintenance, billing, and management functions including legal, audit, and collection services. Information may also be shared with other utilities under shared service agreements or to meet operational requirements. Information will only be disclosed to such persons to the extent necessary to render the services, and only to those who agree in writing to maintain the confidentiality and security of the information.

3. 	The Cooperative may disclose to and share information with commercial and consumer credit reporting agencies for credit-related activities (e.g., the reporting of bad debts).

4. 	Sufficiently aggregated information may be disclosed to third parties where necessary or beneficial for the Cooperative’s operations such as improving efficiency and overall customer services.

5. Information may be disclosed when authorized or required by law including in response to a search warrant, subpoena, or court or law enforcement order. For example, the Cooperative may use and disclose records for investigations into employee misconduct or for law enforcement investigations related to its business. Disclosures may also be made when appropriate to protect the Cooperative’s legal rights or in situations involving an imminent threat to life or property. The Cooperative will take reasonable steps to limit the scope and consequences of any of these disclosures.

7. 	In addition, information may be shared with affiliates and partners of the Cooperative that offer products and services of interest to               members. Members may request that their information not be shared with affiliates or partners for the offering of new products and services by contacting the Cooperative office. Nevertheless, the Cooperative does not sell, rent, loan, exchange, or otherwise release member information to non-affiliated third parties or partners for their marketing purposes.

8 	The Cooperative may make information regarding third party products and services available to members through the Cooperative’s website and other forms of information/education.

	G.	PREVENTING AND MITIGATING IDENTIFY THEFT 

1. 	If the Cooperative discovers that any of its members have become a victim of identity theft through personal information used by the utility in opening or maintaining a member’s account, management shall take appropriate steps that it deems necessary to mitigate the impacts of such identity theft upon notice from a member, law enforcement authority, or other persons that one of its members may be a victim of identity theft.  The Cooperative shall contact the member directly in order to determine what steps may be necessary to protect any member information in the possession of the Cooperative. Such steps may include, but not be limited to, setting up a new account for the member with additional identifying information that may be identified only by the member, in order to protect the integrity of the member’s account. 

2. 	The Cooperative has a business relationship with third party contractors for member billing and database support.  Under these business relationships, the third party contractor has access to member information covered under this policy. Management shall ensure that the third party contractor’s work for the utility is consistent with this policy by (a) amending the contract to incorporate these requirements; or (b) by determining that the third party contractor has reasonable alternative safeguards that provide the same or a greater level of protection for member information as provided by the utility. 

a. Management shall review at least annually to determine whether it has experienced any identity theft of its members’ accounts, whether changes in the methods of identity theft require updating to this policy, or whether changes are necessary to detect, prevent, and mitigate identity theft. Management will continue to monitor changes in methods of identity theft and re-evaluate this policy in light of those changes. 

      H.           DISCLOSURE OF MEMBERSHIP LISTS TO MEMBERS
  
1. Membership lists of the Cooperative may not be disclosed to a member of the Cooperative for any purpose.

2. Membership lists will only be disclosed to a third party for election activities and for the bi-monthly magazine (Currents).

III.	RESPONSIBILITY

The Board of Directors has adopted this policy and will have ultimate oversight of this policy, but the policy shall be managed by the General Manager. The General Manager shall have authority to delegate oversight and compliance to other individuals of management.  A report shall be prepared at least annually, regarding the implementation and progress of this policy for review with the Board of Directors. 

The prepared report shall include a discussion of the progress of implementing and the effectiveness of this policy, ongoing risk level of identity theft of member information, potential changes to the policy and other operational practices to further the goal of protecting member’s personal information, identification and discussion of instances of identity theft of the Cooperatives’ members. 

The General Manager shall keep records of the prepared reports and reviews regarding this policy showing the dates and topics discussed. 
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