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ANZA ELECTRIC COOPERATIVE, INC.
BOARD POLICY NO. 415

COMPUTER SOFTWARE/HARDWARE POLICY

I.	OBJECTIVE

To define the boundaries for the “acceptable use” of the Cooperative’s electronic resources, including software, hardware devices, and network systems. Hardware devices, software programs, and network systems purchased and provided by the Cooperative are to be used only for creating, researching, and processing Cooperative related materials. By using the Cooperative’s hardware, software, and network systems the directors and employees assume personal responsibility for their appropriate use and agree to comply with this policy and other applicable Cooperative policies, as well as city, state, and federal laws and regulations.

II.	SOFTWARE

A.	All software acquired by the Cooperative or developed by Cooperative employees or contract personnel on behalf of the Cooperative is and shall be deemed Cooperative property. No modification, alteration, or upgrade of any software program may be made without authorization of the Telecommunications Manager. All such software must be used in compliance with applicable licenses, notices, contracts, and agreements.  Unless otherwise provided in the applicable license, notice, contract, or agreement, any duplication of copyrighted software, except for backup and archival purposes, may be a violation of federal and state law. In addition to violating such laws, unauthorized duplication of software is a violation of Anza Electric Cooperative’s Computer Software/Hardware Policy.

[bookmark: _Hlk497296097]B.	All purchasing of software shall be centralized with the Telecommunications Manager to ensure that all applications conform to corporate software standards and are purchased at the best possible price.  All requests for corporate software must be submitted to the supervisor for that department for approval. The request must then be sent to the Telecommunications Manager, which will then determine the standard software that best accommodates the desired request.
 
III.	HARDWARE

A.	All hardware devices acquired by the Cooperative or developed by Cooperative employees or contract personnel on behalf of the Cooperative is and shall be deemed Cooperative property. No modification, alteration or upgrade of any hardware device may be made without authorization of the Telecommunications Manager. All such hardware devices must be used in compliance with applicable licenses, notices, contracts, and agreements.

B.	All purchasing of Cooperative computer hardware devices shall be centralized with the Telecommunications Manager to ensure that all equipment conforms to corporate hardware standards and is purchased at the best possible price. All requests for corporate computing hardware devices must be submitted to the supervisor for that department for approval.  The request must then be sent to the Telecommunications Manager, which will then determine standard hardware that best accommodates the desired request.

C.      	No outside equipment may be plugged into the Cooperative’s network without the Telecommunications Manager’s permission.

IV.	Violations and Penalties

Penalties for violating the Computer Software/Hardware Policy will vary depending on the nature and severity of the specific violation.  Any employee who violates the Software/Hardware Policy will be subject to:

A. Disciplinary action including but not limited to reprimand, suspension, and/or termination of employment.

B.      Civil or criminal prosecution under federal and/or state law.

V.	RESPONSIBILITY

It shall be the responsibility of the General Manager to oversee administration of this policy.
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