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ANZA ELECTRIC COOPERATIVE, INC.
BOARD POLICY NO. 208

RECORDS MANAGEMENT

I.	OBJECTIVE

  	The objective of this policy is to ensure the reasonable and good faith retention of all records created by or under the control of the Cooperative, whether paper or electronic, necessary or advisable to retain for operational, legal, fiscal or historical reasons. 

II.	POLICY CONTENT

	A records retention and disposition procedure shall be developed and maintained in conjunction with current industry standards.

III.	DEFINITIONS OF RECORD

A. Record - A record consists of information, regardless of storage medium, made or received by the Cooperative in connection with the transaction of business and retained, or appropriate for retention, by the Cooperative as evidence of functions, policies, decisions, procedures, operations, or other activities of the Cooperative or because of the value of data in the record.

B. Email Record - An email created or received in the ordinary course of business is a “record” and should be treated the same as any other business memorandum or correspondence.  Email, like any other record,	is subject to discovery in legal proceedings and, therefore, must be managed like any other record in accordance with this policy. 

C. Non-Record – A non-record does not have an impact on the transaction of business and therefore need not be retained.  Non-records include duplicate copies and files; published materials received from other	parties that require no action and are not required for documentary purposes; internal memoranda of activities, meetings and announcements; preliminary drafts; superseded manuals; blank forms; vendor catalogs; exhibits or artifacts lacking documentary value.

IV.	STORAGE OF RECORDS
	
	Department Managers are responsible to ensure that records stored within 	each department are maintained on appropriate media.  Access to records must 	be restricted to employees with a need to know the information for the conduct 	of their job.  Procedures must be developed by each department to allow access 	to records by authorized persons on a routine basis. Records must be 	

safeguarded to prevent loss due to fire, theft or other means and must be 	secured after business hours.

 V.	RETENTION OF RECORDS

	A.	Records shall be indexed and retained in a manner that ensures their 			easy accessibility. 

B.	Paper and electronic records and other information shall be maintained in the formats and/or media and at the locations provided in the master index. The media shall ensure a life expectancy that, at a minimum, preserves the records for as long as specified in the schedule.

C.	Records shall be maintained for as long as the period stated in the retention schedule, which is based on the periods required by applicable state or federal law, industry guidelines and necessity for ongoing business purposes.

D.	The retention schedule will be maintained electronically, accessible by management and reviewed periodically and amended as needed to reflect changing legal requirements, business needs or evolving practices. 

E.	The General Manager shall appoint a Records Custodian who will be responsible for supervising all of the Cooperative’s retention practices and procedures and ensuring that appropriate internal controls are implemented.  

 VI.	DESTRUCTION OF RECORDS 

	A.	Destruction will occur based upon the retention period in the schedule by 			the following acceptable methods:

		1. Paper
			a. Recycling or daily waste if not sensitive, personally identifiable, 			    	    and if no confidential information is included.

b. Cross-shredding, if sensitive, personally identifiable or confidential information is included.  Depending upon the volume, the documents can be destroyed in-house or a records destruction service will be used.

		2. Electronic
			a. Deletion of records and data on shared network files, computer 			  	    desktop and laptop hard drives, including personal copies.
 
			b. Deletion of distributed data/records on peripheral devices and 			    	   
   portable storage media (e.g., memory sticks, CDs, floppy   
   disks, etc.).

			c. Erasing or recycling of magnetic tapes.

	B.	Unless a destruction hold is in effect, destruction of records shall occur 			within 	6 months after the time period stated in the schedule has been 			met. Other information should be discarded as soon as practicable after it 			has served its purpose.

VII.	DESTRUCTION HOLD 

	A destruction hold is issued when it becomes necessary to preserve a record or other information otherwise scheduled or due for ordinary destruction due to an appropriate complaint, request, subpoena, inquiry or any other reason deemed appropriate by the General Manager or legal counsel.

VIII.	COMPLIANCE & QUESTIONS

  	A.  	Every director and employee of the Cooperative is required to comply with 		this policy.  

 	B.   	Training will be provided at program startup and annually thereafter 	 		 to ensure that everyone subject to the policy is familiar with its provisions 	      		and understands the specific responsibilities and tasks associated with 	      		carrying out the policy.  

	C.  	Every person subject to the policy shall sign an acknowledgment of 				receipt and understanding of this policy.  

	D.  	Periodic compliance audits and testing of retention, legal hold, and 		     		destruction procedures will be undertaken at the direction and supervision 			of the Records Custodian with results reported to the General Manager.  			The General Manager shall make periodic reports to the Board of 				Directors regarding overall compliance.

	E.  	Questions about this policy should be directed to the Records Custodian 			or General Manager.

IX.	REPORTING OF SUSPECTED NONCOMPLIANCE

	Should any employee, director or agent of the Cooperative become aware of 	information indicating that a person responsible for the retention or destruction 	of records is not in compliance with this policy, such information shall be 	promptly reported to the Records Custodian or General Manager.  


X.       RESPONSIBILITY

	The General Manager shall be responsible for the administration of this policy.



				Signed: __________________________
	                                                                                 President          



				Signed: __________________________
			                                                                   Secretary        
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